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ABSTRACT
Article Info: : [IJTHE0E Considering the importance of implementing Internet of Thing (IoT) and blockchain technolo-
Received: 12 Jun 2022 ¢ gies in the health sector, and the need to assess the feasibility of each project before implementation,
Accepted: 15 Jul 2022 this study aims to assess feasibility of implementing blockchain and loT technologies in hospitals affili-
Available Online:010ct2022 :  ated to Tabriz University of Medical Sciences.
 [YIETEEE This cross-sectional study was conducted in 2020. Participants were 30 personnel of hospitals in
Tabriz who were familiar with the concepts of blockchain and IoT technologies. The data collection tool
was a 42-item questionnaire with five dimensions of managerial, technical, economic, educational and
cultural infrastructure. SPSS v. 16 software was used to analyze the collected data.
ST From the 42 components, 26 were perceived as very important. Some of which were security
of data stored on the database, installation costs, managers’ inadequate understanding of information
systems, the occurrence of the phenomenon of resistance to change in system administrators, providers’
: willingness to acquire new skills, and structural changes necessary to accept the implementation.
Key words: : The technical infrastructure has the highest importance for implementing blockchain and loT
Blockchain, Internet © technologies in hospitals of Tabriz, followed by managerial and educational infrastructure. Attention to
of things, Feasibility © these factors is essential for the implementation of these technologies.
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Extended Abstract

Introduction

he emergence of Internet of Things (IoT)

technology has improved the quality of

patient care with remote patient monitor-

ing. It is a network of sensors, including

wearable and mobile sensors that record
health-related data. It acts as a bridge between the sensors
and remote servers and performs most of the data transfer
and common services such as protocol conversion. It seems
to be difficult to maintain data privacy in case of using loT
technology. Decentralized architecture can be used to solve
this security problem. As an emerging technology, block-
chain supports decentralized architecture and provides se-
cure sharing of IoT network data and resources.

Considering the importance of implementing IoT and
Blockchain technologies in health and the necessity
of feasibility of each plan before implementation, this
study aims to assess the technical, economic, manage-
rial, educational and cultural infrastructures of block-
chain and IoT technologies for implementation in hospi-
tals affiliated to Tabriz University of Medical Sciences
(TUMS) from the perspective of users.

Methods

This is a descriptive cross-sectional study that was
conducted in 2020. The study population consisted of
the personnel of health information management, medi-
cal informatics and health information technology of
all hospitals of TUMS in Iran. Among hospitals, only
8 hospitals volunteered. The personnel familiar with the
concepts of IoT and Blockchain and those who were
willing to cooperate were included in the study. In this
regard, 30 participated.

The data collection tool was a researcher-made question-
naire whose items were formulated based on relevant ar-
ticles and the validity was confirmed by experts in health
information management. to assess out content validity, a
checklist was prepared and sent to 8 experts to determine
the degree of simplicity, relevance and clarity of each item.
The questionnaire had 42 items and 5 domains including
technical infrastructure (13 questions), economic infra-
structure (8 questions), managerial infrastructure (8 ques-
tions), educational infrastructure (5 questions), and cultural
infrastructure (8 questions). The items were rated on a scale
as 1=very low, 2= low, 3= moderate, 4=high, and 5=very
high. After collecting data, they were entered into SPSS
software, version 16 for analysis.
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Results

In terms of technical domain, the following compo-
nents were reported as very important: access to high-
speed Internet in all clinical units, standardization of
health and medical devices, the possibility of exchang-
ing information between the systems of different units,
equipping the hospitals’ online network with optical
fiber, access to the required hardware such as sensors,
integrated transfer of old systems and their setup based
on the IoT technology, security in data collection and
encryption by sensors, security of data stored on the da-
tabase, analysis and needs assessment for designing sys-
tem and software, development of encryption protocols
in blockchain, and digital data management structure
in blockchain. In terms of economic domain, the most
important components for implementation of IoT tech-
nology were: The cost of installation and operation, the
cost of maintaining the hardware and software, and the
support by the government and sufficient investment. In
terms of managerial domain, the most important com-
ponents were: Managers’ inadequate understanding of
information systems, the occurrence of the phenomenon
of resistance to change in system administrators, and the
support of senior managers. In terms of educational do-
main, providers’ awareness of the advantages of block-
chain and IoT, providers’ willingness to acquire new
skills, educating specialists and holding training courses
for health service professionals were the most important
components. Among the cultural components, only the
component of structural changes had high importance
for the implementation of Blockchain and IOT technol-
ogy; the rest were of moderate importance.

Discussion

The purpose of this study was to investigate the nec-
essary infrastructure for the implementation of IoT and
Blockchain technologies in selected hospitals in Tabriz.
By using the IoT technology, patients can easily see and
be fully informed about their treatment process at any
time and in any place. The IoT is considered a modern
technology and its economic impact is many times great-
er than the impact of the Internet in different countries;
like any other technology, it has its own challenges. Pri-
vacy is still a fundamental challenge. Blockchain-based
approaches provide decentralized privacy and security.

The results showed that technical infrastructure was
the most important factor for the implementation of IoT
technology and Blockchain, followed by managerial and
educational infrastructure which were more important
than cultural and economic infrastructure. Among the 42
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components that were investigated in this study, 26 com-
ponents were perceived as very important including “se-

CERNT3

curity of data stored on the database”, “analysis and need
assessment for designing system and software”, “possi-
bility of exchanging information between the systems of
different units”, “installation cost”, and “standardization
of health and medical devices”. Paying attention to these
components can facilitate the implementation of block-

chain and IoT technology in hospitals of Iran.

Ethical Considerations
Compliance with ethical guidelines

This study has ethical approval from Tabriz Uni-
versity of Medical Sciences (Code: IR.TBZMED.
REC.1399.498).

Funding

This research did not receive any grant from funding
agencies in the public, commercial, or non-profit sectors.

Authors' contributions

Conceptualization: Elham Masserat, Zeinab Moham-
madzadeh; Data analysis: Elham Masserat, Zeinab Mo-
hammadzadeh, Fatemeh Mohammadi, Maryam Kama-
li; Data interpretation and preparing initial draft: Zeinab
Mohammadzadeh, Elham Masserat; Data collection: ,
Fatemeh Mohammadi, Maryam Kamali; Writing-orig-
inal draft, supervision, and editing & Review: Elham
Masserat, Zeinab Mohammadzadeh, Fatemeh Moham-
madi, Maryam Kamali.

Conflicts of interest

The authors declared no conflict of interest.

Autumn 2022. Vol 8. Issue 3



https://jmis.hums.ac.ir/index.php?&slct_pg_id=10&sid=1&slc_lang=en
https://www.tbzmed.ac.ir/
https://www.tbzmed.ac.ir/

¥ oot A 003 IF) sl .Y <€§
wd//dwz,mg | <

‘ ;M’ 5}",3‘ Jls

LG 4y dinnly (g ybiw slows 13 Ll C6 iyl 9 SV (559U8 (g 5lwadly oy 5l
Oy 0 51 32 505 (S5 00le

g IS mae & (ss00 dabold (0 Yodljtaste caiy® ¢ " yuno plafl

Ol ety 15 (o 3 g 5 oK o S 5ppale 08T o ST 5y Seuileyaiil 09 .Y
Oyl 55 535 (S yapale olRtils ¢ S5 Sl ,EMbl g g yadho 0USCAINS oDl M| (6 45lid 09 ,5.Y

Use your device to scan

endreadtheariclecnine [S{ETILTI] Maserat E, Mohammadzadeh Z, Mohammadi F, Kamali M. [Feasibility of Implementing Blockchain and Internet
OF : of Things Technologies in Hospitals Affiliated to Tabriz University of Medical Sciences (Persian)]. Journal of Modern Medical
= L Information Sciences. 2022; 8(3):282-293. https://doi.org/10.32598/JMIS.8.3.6

https://doi.org/10.32598/JMIS.8.3.6

(] .\S:- alie oSl

e VP olo,5 Yool jo g 0
: VEed 3 VB s bl g5
JB b o (Sl g8 a2l g Cudlw 0395 3 ez S 9 Lol i) (6595 (g3lwosley Cononl 4y azgi LEER YFeY o8 el o
10T g cpurl (5,3l8 (Sanyd g (o390l oyt golatdl (8 slacslu ;) (um)lSel Bas b aalllae cpl il 51
88 O g0 S 800 3l 53 a5 (S papale bl 4y dinly (sbogybiv Lo
4ol jtan 3 Wodls (5 jfmaz 5l slowil VYA Jlos 10 gadaie &gy 45 Cad (68 1|5 shmogi g9 5| pol> anlllae EIFEDY
axy O 0 adlhe FY Lol oled 4ol w0585 ab s el S e dsll [ 5T bl 9 sy 45 391 (saaisbs
O ralie 4y LT ol 31 18 g auts alol (5 a8 i3 cnal Slni (1391 o5 it 43892 (K5, g (oib590 e gobiazBle id ¢ s ke
SPSS l33la 35 10 (g (3aSlae dpunlors 5l Laosls Judxigay 505 jglaiady i o g dalllae 4o auidls (6 SCa 4y Jslod 45 059>
& oolazud V£ daseus
sosls cosal 1l Wil )le 51 (S a5 0gr 18,05 5 Vb Coenl 5l Alie YF cond gy adlie BY o )
0033y 395 ¢ SEMbl Glapiunw 31 e cuslial o cadgl (gilailel) 5 cual diyia ools oL (53, 4 oddopsd
6,3l Sl pas 5 dur GG lge S 4y el Sl o il el cpotuas Ol yzme 30 55l p0 Ceaglie :‘.bbj',.\g,ls

Ledl ol (e 659l 5 e S 55913 silwesly sy sl Y ORI

Slale(gms (glod, 3 5 392 305 52 Cenal (30 5l 51 (18 0l IS 940 51 0 gy S O s 3l il st gl, IPIHERE. aalllag (Load
sl 5590 el 6 55300 g ez S ()53 (s3looly (sl Loaidfo ool dy drgi a5 wizd S )8 Shjgal g Gape xSl
0000000 SRR ™
J gane Oy g3

00l joasro oy § p15

oDl Sledbal (5 59lid 09,3 ¢ K5 (Sl yEM! 5 s yada 0aSLESS o5 y3 (Kb jppole oKL 5y 55 1 LS
+AA (AFY) FEVYF £ 1l
mohammadzadehz@tbzmed.ac.ir : ;Suig yaSIl Counny



https://jmis.hums.ac.ir/index.php?&slct_pg_id=38&sid=1&slc_lang=fa
https://jmis.hums.ac.ir/admin_emailer.php?mod=send_form&sid=1&slc_lang=fa&em=mohammadzadehz-ATSIGN-tbzmed.ac.ir&a_ordnum=382
https://orcid.org/0000-0002-2305-2802
https://orcid.org/0000-0003-1359-8024
https://jmis.hums.ac.ir/index.php?&slct_pg_id=10&sid=1&slc_lang=en
https://jmis.hums.ac.ir/index.php?&slct_pg_id=10&sid=1&slc_lang=en
https://doi.org/10.32598/JMIS.8.3.6

cj!‘u‘”/dbé!}b!f S

S olise bl iyl (gyskd ol JSite Jo gl
s sieds ez JA] 8,5 oolitad 55 aeyeé (s lane
995 o0 (Slidy 35 yoia a5 lonn sl 00l S 10 (5,9l
o2],5 1) Ll 20 4 i g Lmools cyel (658 ST LM,
wilisee (650, (oo yuz s 5l oolisul Jdo 4y 9 [A] WS o0
ol [V o] asge (b8l plp cpaiz 1) Sl o
A5 ade Lol il (5 ,9lid 40 092 ge sla tlly 52 Wilgi oo
oyl e o jgal dlozil laalans 5l (gL 33 (razr L [A]
LIVV] 08 oo oolainl K50 8 l50 5 Conial L]

Ll S'sly ooy So o |y Sledlbl ez SL SS9
Oley S yo a5 1y SHlles 1 (slasgozme Soly 2 camd oo
Rt B Al o (s G S 10 S oy S (slgiome
dg adll Sgly G ay (glalalas ol 2 o Judo (yuod 45l
3,51 9 a5 o8 alalae )] 09 Juaio WoSgls 0,umes; 4 4
VYT s 23lol b (2 sb B eolomsl 51 g Balgus § Cond
ooyl Sl w2 LS jo lagyglid oyl 5l eolail ¢yl y0gdle
oy90 ol 3l cullagy o ol ausle o S jy laasli yy 5l (5 ks
45l 6yl » (e slogyb sl S S VT slo
S5 ol 5l Jeol b ol (65958 ¢(g ool g \Sal
2 3 Cadlye anld 4 lilens ol (o s sl slaiee;
Capls o g oy Cawd sral> ledlbl 4y x4y ailes oo
Q|)|&fC~aL:..» Gﬁf‘m.m: 6‘);’ 6‘4-3-:4} u\.‘a‘,}‘s‘a (Bl o.;‘
lagbi oz ;5 535U ¥ el silwosly (Sl 31 D sl
o RS54 poil 5 Lol blie ) azrgs b aily jei8
S8 ilwosly (oSl 4 pol> gl slid
olazshs &y aly slogbin Lo 0 Ll <2l 5 crazr DL
ol aBlo 5 )8 oEays 3l 55 55  Sdsupsle

W pg, 9 dlge

Oygods &5 ol (§3)S oy g9 | pE> gk
3 IKise (hmgh dnel> ol plosl 1WA L jo ahads
Sele 9l sceadlos LN Cy e 0592 Jw s 5 SLILE
Slrpliton oAles bl A (55l 5 (S
Sont A ol ol 5 45 092 52,5 SKspsle ot
ol S5 5591 65 S a3 05 ekl g, ol
450)‘59 O'l‘ p.:.bla.a aQ Leat .>|)§| Jaﬁj KA Plgd‘ Lgﬁfd.i}.o.?
Yo Egozmayd g didd o)l dalllas jo auzdls 6, Ken 4y blas
sokaiedy cyiras il S\ Lice asl gy oSS 40 48
P Sorndg o6 )9ld (I b aalllas o il ol 8l iy sl
0SS s ol Y8l Cilaseiis .09 00 3l Aol gt (gl
sl oads il Y 0yl Jgaz 4o dalllas

Y oylods . A 0yga.VF+) soly

doddo

o 31 o)l Ly Lol 6 55l (559l yopds el sl Jlo 5o
e odetit Sgugp |y Sl 5 Cablie oS laws 40
azdlan | (6 e Ofilens w83 g0 Sl IS5 4 (pizeen
ORI BICICHR i PRRNCIPSRIH ) ICTICT B ) RVTC 3
<yl L¥] ol 00l 13,3 s 1) piy S5 oo
Ol 3 o Col diusgeads Lol 5 0058 At S sl
s ygay auilys oo (gilme 5 (Sojed alies laolliws
bl ) KaSs byl Gajlosl g o Juae iyl eyl
S koMl elsil 6)910,5 S a2 5553 ol oS 8
IV] 593 oo yoxin Bl Lol Lauons

Jold cdles cudlye gz lr o Ll o pinl (50l
st io5 5 Spslans ln (Sonde olSiws iz
(hede SLrolSims ool el polie & j90) (s § JUiSK
Syl ¢ 1S (el cdiadign (slaasy g wlgl oo
Sl Rz 3l (g loms Bl 0308 9 S g Aty edidd)S
Copndy (5 yglgaz Ulg dtaidon GlaolKiws ol o IS
odls ch.;‘lg’ ) Lbui 6)‘E)lt‘ 9 s.9|).lo| b b ﬁ)lf L5:‘°>L‘"
Syl gy iabsy sloelSiud ol ogdle o) |,
08 5l a5 Wgdipe ity laale prucas 5 diedsn
csloosls JUUI L (83l 5 9 Juloigas 125 (sl 095 (Slowlono
I¥ Y] A.;.;SGA oolazul 0 yud L, °"“:’6)5T¢‘°'?

ol g 31 (Sl oty Lol il 6 lome
by sloosls a5 cul Sy 5 (gondy (slo K>
Sy N Lyt @b cnl jl g WS oe L |y Cdls 4
Sy 9 sgminn 5 (e sy Olgisd ol5 508 Sy 09 o0
JBLX:.A Sloos 9 osls JLB.:J‘ proaey J...S‘sa J.o.c 9o o|) )‘
PCIORIE | PYSVIR R M) IREXYPRPAE ¥ ) S L C PYPR FRVE S Y
Slacgazmar gadly o yg0u; 45 090 oo e Sy yiSUl Cesdls
3)lae cyhlam) Hladisd dad 4y bogspe Sledbl 3l wieuds)l
CunBgo 4y 425 o |y (Floys Ao 9 (il 5 (S
oMb slapimmw ol bl [F] 335 o pold o] Jad
Sosasgd 3l oo 5 adiie e Sl bl oo (s Lo
S Lol 4y ol ilgs o 45 digdy oo WygT (Ses
el JSCiioe Lol i iyl (6,5l 5l eolizul jo Waosls  pogas
ward g olus Sledbl ol a5 OT Slrosls don 1y;
o088 | S JolS J S o yg0 0l 31 59 e S 40 cdinnds
50 05550 ooyl eely ol oyl aS gl g0 (5 lgSS B aseds
IY] Sgi oo Sledb| 45 alos ‘5|)g ul.o.}LQ,o

1. Gateway

Londl 5301 9 o S (5598 (55 wodly (P 350! 1502 9 O pusne i)

—
YAS



https://jmis.hums.ac.ir/index.php?&slct_pg_id=38&sid=1&slc_lang=fa

Y ooylous A 0yg0.1F+) 50l

C Y %
Ik [ G

dalllas ;o ooSCS Wb of Bl S Clasein ) Jgusr

i1

2o

U
n
" s
¥IVA s (Sbe
)
Y- Ty
CMass
A )l quslissylS
)

2 Ceilge 358 5 sy 00 S S pis dalllas (il o050
el 00l Cuiley (g ol ol g g 5l ool

il

inlad _4*’){5 s Y ojleds poal )0 &S Jhegh s

390) 9 (ST pde g (58 Ol Bd o (Htd cCal 00 00l

ool (5115 (razr S g Ll 6 2l (5 ,9li8 (g 5luodly (ol
el 0Lz g S 5 Sl dy e 5 i

(a5 ol 528 5 9 oS 515 Y ofacds 9 3
RIPSUNSYRLIVIS S7) PURRIWIL SWLEX CLOW. Sy | PR PUWERLIVON- - J
5 Ceadl (sloolliws (55l Jusliwl ¢ by slaasly plas o
ccalises slaasly gl (p ledal Jobs Sole S5
S8 B &y s a0 5598 b s Ol Loy 4SS g
o8 Glapius 4z )LSo JUEl dajgucis asile 5lis s
9 Glaez 5 Cotal ol 620l Galud s Lol (s3ldlel
2000 a3 (gloodls ool dld jgaminns Jauwgs aosls (6,135 50,
s gl St conlin i g Jelosiosls dl 53,
LSl (e SN 3 )50, Sla STy dags o f38le 5 o
e S o Jlons sleesls ¢y e

%“‘34-3:‘.}“‘6‘5@‘ 6“4"“]5‘&::’)‘“* o)wﬂjd’&k

slo)lidles g bajfiblocin (oSS ause sl ssllel 5
f‘b_élfL;)Bf:\iLo).m’ C,Jso G 4>g g lc..’.‘J Cuf..g‘ LRV %)
Lol 6yl g 5lwooly Aig) (59 52 S 156 5 lge 0 et )

el

2 605 3l i ke e sloadlie oF o)led gt oo
55 oo tilge ol 145" Azls (6 1gl15 Y ool Lol o,
oy a5 ¢S] et 3l olpe bl Sy
)l gl e Cala g s Gl 20 )3 i il 0 Cenglie
Oy f’L‘ ‘)

S o Jobs anlllas 5 ediiSaS p o3l passs 4z,

i seodls SleMbl (6,5l «ledll (5,4L8 ¢ S5y

Slood S ko S 3 Seilo ygiile Fguals’ guikigens |33l 3
39 Sl ygdilgn 5 Silejs (Sublagy

Yl 45" 395 (giatislos dali st 3 sl (6 ylanz I3
(j wstloy 9 [Vo-10] o9y ol 72l dag o Ylas C)i
gz -0 0l cadls ledlbl o e p e dgilul Lauwgs
e S Wl 9 ianslin Sl g lgizme s el
22 050y b o Jlo ) (rmaadiie 5l 05 A lp g 0d 4
At |y (LAl Sy p5 g 09 dad ye o S5l (e g
O &S 09 JIgw ¥V 5 (50 0 Juld oles aalifhuns 08
(g V) (28 slocdlun 4 bgype SV 5ol ol
o ([ A) (golaill el s SV (5ol g i
Pl S (g A) (i e E3l 5 SVIBas (ol g
ol iy G5 9 (I B) (o590 s 0 g0 (5l
09 ([ A) (S 3 C3lo 5 4 bga e SYIG

I See 4 barye sloan ¥ gl il JooSS 5l g
=Qli)‘ s\" =Ja..»93.4 5Y =‘°.Sc\ =p5 ‘51:5) m ‘sbojL::\.A‘ Q:Jy‘;u:
3,1y (sandtwd g 6 9laes | L odls (O =0l L oF
oreSilee lacl osls 5JUT (619 .50 V& asens SPSS 138 0 5
(s 50 S o sltel o Jol> o5 Sl o (339
9 w2055 dpmslone |y Sl Jigos ()T s g5l Sl s s
aliz (s ol et J1a5 Baboe 59 (rrSiln dmilono jf any
ol sl J o3 PTG e S 5 0e5ien
OeSlee )15 A on ) sllae L 5123090 Jlges 02
by ollae Jloaw \Teagr O B Y/PA cyu sdddle 39
A6 5 g Lol 5l oolital b laazily 5 ol glis s oo
A 4§U )L)}A.; 9 J5L\>

Cule) abgy o NS (souS S 0l cauw gulis (o) o

Lol 1 o S 51958 5ol  rins ) S g o ol



https://jmis.hums.ac.ir/index.php?&slct_pg_id=38&sid=1&slc_lang=fa

' :/‘. Q Yoo Lo . A 0yg0 )F+) 5uls
S i | B ot A 09 VP 5t

Lo o iy (559U3 (s 3lwonls gy o ciliseo slal ;3G 5an Y yr9ua

Lol i inl (65 (g3lusosly 53y 2 (85 sloailhe il (fino ¥ 100

Lol il (5918 (s lwosley (59 2 sobadl sloailie 1Sl olsen ¥ gl

Londl 5301 9 o S (5598 (55 wodly (P 350! 1502 9 O pusne i)



https://jmis.hums.ac.ir/index.php?&slct_pg_id=38&sid=1&slc_lang=fa

Y ooylous A 0yg0.1F+) 50l

Sou

-

Sibwesly sl p3Y slacl i) (o) dallhae ol San

g e (Slaglin Lo 5 e S g Ledl i 2l 5 y9li3
%951 08195 go Lo ol < 2l (6 59li3 5l oolizl
Ml o 31 g i 1) 095 ey g S0 8 40 9 o 2
9 995s wigmie S35y Ledl il igd pllas
TR PUSUR PPN 5 RPN I POSSEN BP0
2 S g ol axtls Glisie slo)9iS ps (39> ;5
oy w2 VO] ool (Aogs la iy Koo (5590955
2 e S0 S4g) ol sl ol Gl Sy 900
WS g0 w8, 55 oo gl poga > 9 Cail (a2 DL
Sl sty ot s ol Sl gels [V5]
oS 5 Lol las qpleys g cuilogy 1o SO 5l ool

C Y %
SIS WK /QJ

Ll 52 5,918 (s loaly (55 7 ke slailge 18l (fjen P yrguad

Ay 3 oSl 0l 0010 LS B o leds yygual j0 45 Heboylen
i yidal 9 ez SO oy jo 3l F ol )] 25T Lb3e0]
Candg i s lpo oS 4 G asadl )| hiles Sl
lr igel slroygs (S5 5 9 e (slogs (Bjse]
i Capod] > Ceodls Sloas laasis

e\.nJ}o M.hsi..mjs ‘51.»4.5]5.4; w.s) 4 o)Lo..‘h Ryas é..\o
Sygd ilwosly Bpdy sl e )lsle Olpss

wadls Jawgie Cuenlladilse

2. Internet of Thing (10T)

Lol 5l (6 9lsd (s3lesly (69 2 (oigel soailgo sl (f5en B g

Lol 1 o S 51958 5ol  rins ) S g o ol



https://jmis.hums.ac.ir/index.php?&slct_pg_id=38&sid=1&slc_lang=fa

cj!‘up/db/{/!}butf S

oS 4y Cedls Codlye Basmodslyl bl pas 603 ailse
VEP) 6,5 90l 10 yigualS” 5l oolaiwsl wiile cayaz sl lge
sty e 5l cdls cudl e GE sl | sgamme BT g (oys
&g plo b duslie (0 (a0 )0 £IF+) Cuodls Sy xSl oy sy

g 15,95 1 bamsgie Corotl a0 5 698

0095 5910 (solatdl aad 40 ol ylis pol> imgls [Y1]
Fomb Sllas anialy olaele sl jo Lubl cd ! 5l eolatwl
Canonl (pp yidion sl adgl s 3ldlel) g cuci i 38 g ool 0 oS
48 podyyg yie ol Lt () 1Ken 9 (539,98 Anlllan 092 0595
Slles 4o a5 laglojls ;5 6l (ML) Sloas (9.5
£ 55 RN ol e Bl 5 s 0 5505
LYYT ojlalyasy o eSS dlo yow S 3k

6yl (5yglid drwgs (gl dralz Colos (jgal axi
2 JUURS SPLIDON 1 RV DX g B LW DUV RO RPN I
9 oSk 6yl il Ghndy sln oY gyl
g2 319 )95 2 (6 e oot S LBl iyl (S (5,518
Gilwooly (Zriwy Sl aallas jo o SKen 5 Cougi dnlllae
aoes (il 4 Gl Slagybus Loy 5 590 ol 5} (S35 (5,9l8
Joloe 45" Wiogy aiins ol,8l 5l dus ) PV/D a5 wis,S o Ll
85 653968 (s3losky (6l 53992 b (S b g (Slojls
LYY] 50 3929 490 o,

SYlie 39005 5 (wypdige Sygld 39 ¢SS &
Aidles B aiuy g 0js> ol 40 e 25 g S
cVlis b ol adlas gloassl gbs 5 Lol aulie
CYVle HLasl by uizren ol ails alas cpl 40 ajlice
e SLST 5 ez S (5,5l8 85050 il Sliitus
2l Yzl g9 ol b ol aslllae o HEanises s
S i 5yl aslllae

Y oylods . A 0yga.VF+) soly

Ll 2522l 655 (s lodly (55 2t S35 ol il yen & jr9ea

&P S Se P oSk g Ledl ol (5l
Slios [WV] 0,5 a5 (Sl (cal (Rali8l (gl o
9 ol b8l e g) (Sl slacudle 1o (SO 5 5l3
9 bl Bilgus Cu yaoe ooy (6,05 ST blay (gl it

DIA] 098 g0 ool g yiwsd J yisS

Sy c0dd g da O Oy 3l Sl (s Sl gy b
8 dar 50 diged sl dg 0,93 n Comal (YL 5 (26
b oo il a4 gl J )l Gl oy
52 00,5053 (slaoals Cosal g et 1y a8 3l oyl oy
03 415,95 13 (6 i ] 3l 00ls WL (59,

odigy sosls Jols Sl wilosls lis Slallae gl

318 3925 sogad G S ALl S 50 T(60,8 Cuadlus
s 5358 bl ey il Sy dnss sl Sl
4 0S5 )5 ooliinl 3590 Joo p3 Wil oo &S (DL 2
cblas 39 codls o5lul uals ales 5l g0l 5 slacd piny
D] sl 5hs Sldos cloasy o fals o sased Sledll 5

bS8 shigal 5 (shpe slaasi sum oo, o

9 Ca-:a.bl Q.AJZAS ‘5‘)L> ¢OLZS)1S » Q.:JL:S o}:fa“ (= e .A.a:
Cepodl (e jl ptascens (o200 33 5 2 53 Cangliia oy
wole ool 5 crazl Collad o chigal aai o .09 55
& Ceodls Cudlye Basasdd] ) bled g Coodl o 508 5l Jass e
)5 90l 10 yganals 3l ooliiwl aiile wyaz s lgw S
dh> pl o Slalllae 5y glis o9 10,55 5 Caedl oy yiden
Cuddgo g |y 230 Gyt (Shpie Jelge o5 Sl ol Sy
Olee ;0 (S ¢ Sl yae dalllae 4y a5 L [V o] w5 jls aileles

3. Personal Health Record (PHR)

Londl 5301 9 o S (5598 (55 wodly (P 350! 1502 9 O pusne i)



https://jmis.hums.ac.ir/index.php?&slct_pg_id=38&sid=1&slc_lang=fa

Y ooylous A 0yg0.1F+) 50l

b pgle olfasls o gaiils Sladon 4t 3l )| Kimng's
S oo ;ST (S Sl oMbl g Sy 0aSCilS g 3 5

.Y %
SIS WK k<3

(35 4o

ol 8590 (1 yindee (58 O ol (LS gulis a5 aieS Lo
o Ll <oyl (6)5lis (gilwosly G jo ljuy b oS
9ol 3 (Sapde olad (gam (sloos; ;0 5 3l (rzr S,
ol golazdl g Kim )8 olal 4y Conns (6 it ol (gl)l0
0dd gy bl (l 30 &5 (Sladfhe FY (5l (izeen
a5 wad olulis YU cousal mlaw glls adlfe Y& (o4
ol (59, oo 53 glrodls sl 4y g3 oo yleo
38l 5 g pisas >yl (615 cnlin (il g Judoxs cools
iy 38 ilises (slausly (Glaetuns (pm Sledbl Jols ISl
‘Si‘f.\ﬁ’ 9 A:AA)LMJ dLboliL»b ‘SJL..:Q)LMLLA‘ 9 6}‘&3‘05 9 g’uaa
Go9kd (gilwosly Wadlge pl 4y azgi a5 0,5 o,Lil 0, o
S (oo Jutensd Loyl Lo po |y Lt i 2l 5 (amr SO

Ladl co iyl (6,0l (gilwooly ol asazgily LG 4o
(s yid St 3 5391005 S92 3 xS 5yl
Sy b lojed 09 oo Slprdny cudl Sledbl 4
dagytinnjlons 8 (il 5 (Sloys slacugdl 4 bgyye Slaal
052943 «hdz> (slo 5,0l dnwe gl p3Y slacslu ) 4
D9 p3¥ 4298 35 eSO o el < il 5 5lid

M OlaMe

iRg3y G Jgeol 31 59

IRTBZMED. ol 4 8 aaul (ol s aslllas ol
ool 3355 Sbjapale ol&tils 5| REC.1399.498
ool

Sl Calos (Glunio b Sl aigSzn Sk 5l allis
Otz by Jol osinygs Byl 51 4T o aslio plad 5 o0t
RLIW PR o.:.nll'

‘:"EM’ “,SG:AS)L:O&

pledl z ol asus ol g allie (355 4y SaS cony) i)
G]Lof PNgY EEYRINY 6)316“'? 9 allae U’Z:)Li’ 4 SaS €O yaane
9 ool (5 )9lans 43 SaS caalllan )b ¢ sazme dabls 4
00ljdase iy i ooled Adens Al
&l o \s5

35 gilin o, Alie oyl F i o3l



https://jmis.hums.ac.ir/index.php?&slct_pg_id=38&sid=1&slc_lang=fa
https://www.tbzmed.ac.ir/
https://www.tbzmed.ac.ir/
https://www.tbzmed.ac.ir/

@ Journal of
N2 | Modern Medical Information Sciences

References

[1] Dwivedi AD, Srivastava G, Dhar S, Singh R. A decentralized privacy-
preserving healthcare blockchain for IoT. Sensors. 2019; 19(2):326.
[DOI:10.3390/519020326] [PMID] [PMCID]

[2] Gubbi J, Buyya R, Marusic S, Palaniswami M. Internet of Things (loT): A
vision, architectural elements, and future directions. Future Generation
Comput Syst. 2013; 29(7):1645-60. [DOI:10.1016/j.future.2013.01.010]

[3]Li S, Da Xu L, Zhao S. The internet of things: A survey. Inf Syst Front.
2015; 17(2):243-59. [DOI:10.1007/s10796-014-9492-7]

[4] Dang LM, Piran J, Han D, Min K, Moon H. A survey on internet of
things and cloud computing for healthcare. Electronics. 2019; 8(7):768.
[DOI:10.3390/electronics8070768]

[5] Azimi |, Pahikkala T, Rahmani AM, Niela-Vilén H, Axelin A, Liljeberg P.
Missing data resilient decision-making for healthcare IoT through per-
sonalization: A case study on maternal health. Future Gener Comput
Syst. 2019; 96:297-308. [DOI:10.1016/j.future.2019.02.015]

[6] Zhang P, Schmidt DC, White J, Lenz G. Blockchain technology use
cases in healthcare. Adv Comput 2018; 111:1-41. [DOI:10.1016/
bs.adcom.2018.03.006]

[7] Samy GN, Ahmad R, Ismail Z. Security threats categories in healthcare
information systems. Health Informatics J. 2010; 16(3):201-9. [PMID]

[8] Ali Syed T, Alzahrani A, Jan S, Shoaib Siddiqui M, Nadeem A, Alghamdi
T. A comparative analysis of blockchain architecture and its applications:
Problems and recommendations. IEEE Access. 2019; 7:176838-69.
[DOI:10.1109/ACCESS.2019.2957660]

[9] Singh SK, Rathore S, Park JH. Blockiotintelligence: A blockchain-enabled
intelligent loT architecture with artificial intelligence. Future Gener
Comput Syst. 2020; 110:721-43. [DOI:10.1016/j.future.2019.09.002]

[10] Bodkhe U, Tanwar S, Parekh K, Khanpara P, Tyagi S, Kumar N. Block-
chain for industry 4.0: A comprehensive review. I[EEE Access. 2020; 8:
79764-800. [DOI:10.1109/ACCESS.2020.2988579]

[11] Huh S, Cho S, Kim S. Managing loT devices using blockchain platform.
in 2017 19th international conference on advanced communication
technology (ICACT). Paper presented at: 19th International Confer-
ence on Advanced Communication Technology (ICACT). 19-22 February
2017; PyeongChang, Korea. [DOI:10.23919/ICACT.2017.7890132]

[12] Reyna A, Martin C, Chen J, Soler E, Diaz M. On blockchain and its in-
tegration with loT. Challenges and opportunities. Future Gener Comput
Syst. 2018; 88:173-90. [DOI:10.1016/j.future.2018.05.046]

[13] Agbo CC, Mahmoud QH, Eklund JM. Blockchain technology in health-
care: A systematic review. Healthcare (Basel). 2019; 7(2):56. [PMID]
[PMCID]

[14] Riazul Islam SM, Kwak D, Kabir H, Hossain M, Kwak SK. The internet
of things for health care: a comprehensive survey. IEEE Access. 2015;
3:678-708. [DOI:10.1109/ACCESS.2015.2437951]

[15] McGhin T, Choo KKR, Liu CZ, He D. Blockchain in healthcare applica-
tions: Research challenges and opportunities. J Netw Comput Appl.
2019; 135:62-75. [DOI:10.1016/j.jnca.2019.02.027]

[16] Onik MMH, Aich S, Yang J, Kim CS, Kim HC. Blockchain in healthcare:
Challenges and solutions. In: Dey N, Das H, Sekhar Behera H, editors. Big
data analytics for intelligent healthcare management. Cambridge: Aca-
demic Press; 2019. [DOI:10.1016/B978-0-12-818146-1.00008-8]

Autumn 2022. Vol 8. Issue 3

[17] Holbl M, Kompara M, Kamisali¢ A, Nemec Zlatolas L. A systematic re-
view of the use of blockchain in healthcare. Symmetry. 2018; 10(10):470.
[DOI:10.3390/sym10100470]

[18] Jo BW, Khan RMA, Lee YS. Hybrid blockchain and internet-of-things
network for underground structure health monitoring. Sensors. 2018;
18(12):4268. [PMID]

[19] Park YR, Lee E, Na W, Park S, Lee Y, Lee JH. Is blockchain technology
suitable for managing personal health records? Mixed-methods study to
test feasibility. ) Med Internet Res. 2019; 21(2):e12533. [PMID]

[20] Khatoon A. A blockchain-based smart contract system for health-
care management. Electronics. 2020; 9(1):94. [DOI:10.3390/electron-
ics9010094]

[21] Mirani N, Ayatollahi H, Haghani H. [A survey on barriers to the devel-
opment and adoption of electronic health records in Iran (Persian)]. J
Health Adm. 2013; 15 (50):65-75. [Link]

[22] Norouzi Y, Haddad Oskoee A. [ Identifying the barriers of implement-
ing cloud computing: Castudy Iranian digital libraries portals (Persian)].
J National Stud Librar Inf Organ. 2018; 29(2):151-70. [Link]

[23] Nobakht S, Bagheri S, Mehraeen E, Shamsabadi AR. [The feasibility of
telemedicine technology implementation in the selected hospitals of
Iran (Persian)]. Payavard. 2018; 12 (1):25-33. [Link]



https://jmis.hums.ac.ir/index.php?&slct_pg_id=10&sid=1&slc_lang=en
https://doi.org/10.3390/s19020326
https://www.ncbi.nlm.nih.gov/pubmed/30650612
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC6359727
https://doi.org/10.1016/j.future.2013.01.010
https://doi.org/10.1007/s10796-014-9492-7
https://doi.org/10.3390/electronics8070768
https://doi.org/10.1016/j.future.2019.02.015
https://doi.org/10.1016/bs.adcom.2018.03.006
https://doi.org/10.1016/bs.adcom.2018.03.006
https://www.ncbi.nlm.nih.gov/pubmed/20889850
https://doi.org/10.1109/ACCESS.2019.2957660
https://doi.org/10.1016/j.future.2019.09.002
https://doi.org/10.1109/ACCESS.2020.2988579
https://doi.org/10.23919/ICACT.2017.7890132
https://doi.org/10.1016/j.future.2018.05.046
https://www.ncbi.nlm.nih.gov/pubmed/30987333
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC6627742
https://doi.org/10.1109/ACCESS.2015.2437951
https://doi.org/10.1016/j.jnca.2019.02.027
https://doi.org/10.1016/B978-0-12-818146-1.00008-8
https://doi.org/10.3390/sym10100470
https://www.ncbi.nlm.nih.gov/pubmed/30518124
https://www.ncbi.nlm.nih.gov/pubmed/30735142
https://doi.org/10.3390/electronics9010094
https://doi.org/10.3390/electronics9010094
https://www.cabdirect.org/cabdirect/abstract/20133144482
https://www.sid.ir/paper/224294/fa
http://payavard.tums.ac.ir/article-1-6470-en.html

This Page Intentionally Left Blank



